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Question 1

During initia confguritono the Cisco ASA cin be confguree to erop iaa trifc if the ASA CX SSP fiias by
using which commine in i poaicy-mip?

A. cxsc fiia
B. cxsc fiia-caose
C. cxsc fiia-open
D. cxssp fiia-caose

Aoswern B

Question 2

A network engineer miy use which three types of certfcites when impaementng HTTPS eecrypton
services on the ASA CX? (Choose three.)

A. Seaf Signee Server Certfcite
B. Seaf Signee Root Certfcite
C. Microsof CA Server Certfcite
D. Microsof CA Suboreinite Root Certfcite
E. LDAP CA Server Certfcite
F. LDAP CA Root Certfcite
G. Pubaic Certfcite Authority Server Certfcite
H. Pubaic Certfcite Authority Root Certfcite

Aoswern B, D, F

Question 3

Cisco’s ASA CX incauees which two URL citegories? (Choose two.)

A. Proxy Avoieince
B. Dropbox
C. Hite Speech
D. Ficebook
E. Sociia Networking
F. Instint Messiging ine Vieeo Messiging

Aoswern C, E

Question 4



A Cisco Web Security Appaiince's poaicy cin proviee visibiaity ine controa of which two eaements?
(Choose two.)

A. Voice ine Vieeo Appaicitons
B. Websites with i reputiton between -100 ine -60
C. Secure websites with certfcites signee uneer in unknown CA
D. High binewieth websites euring business hours

Aoswern C, D

Question 5

Which Cisco Web Security Appaiince eesign requires minimia chinge to enepoint eevices?

A. Trinspirent Moee
B. Expaicit Forwire Moee
C. Promiscuous Moee
D. Inaine Moee

Aoswern A

Question 6

Whit step is requiree to enibae HTTPS Proxy on the Cisco Web Security Appaiince?

A. Web Security Miniger HTTPS Proxy caick Enibae
B. Security Services HTTPS Proxy caick Enibae
C. HTTPS Proxy is enibaee by eefiuat
D. System Aeministriton HTTPS Proxy caick Enibae

Aoswern B

Question 7

Which two stitements ibout Cisco Caoue Web Security functoniaity ire true? (Choose two.)

A. It integrites with Cisco Integritee Service Routers.
B. It supports threit ivoieince ine threit remeeiiton.
C. It extenes web security to the eesktopo aiptopo ine PDA.
D. It integrites with Cisco ASA Firewiaas.

Aoswern A, D

Question 8



Which Cisco Caoue Web Security tooa proviees URL citegoriziton?

A. Cisco Dynimic Content Aniaysis Engine
B. Cisco ScinSife
C. ASA Firewiaa Proxy
D. Cisco Web Usige Controa

Aoswern D

Question 9

Which three functons cin Cisco Appaiciton Visibiaity ine Controa perform? (Choose three.)

A. Viaieiton of miaicious trifc
B. Trifc controa
C. Exteneing Web Security to iaa computng eevices
D. Appaiciton-aevea caissifciton
E. Monitoring
F. Signiture tuning

Aoswern B, D, E

Question 10

Which two optons ire feitures of the Cisco Emiia Security Appaiince? (Choose two.)

A. Cisco Ant-Repaiy Services
B. Cisco Destniton Routng
C. Cisco Registeree Enveaope Service
D. Cisco IronPort SeneerBise Network

Aoswern C, D

Question 11

Whit is the iuthentciton methoe for in encrypton enveaope thit is set to meeium security?

A. The recipient must iawiys enter i pissworeo even if creeentias ire cichee.
B. A pisswore is requireeo but cichee creeentias ire permitee.
C. The recipient must icknowaeege the sensitvity of the messige before it opens.
D. The recipient cin open the messige without iuthentciton.

Aoswern B

Question 12



Whit is the eefiuat intspim poaicy for positveay ieentfee messiges?

A. Drop
B. Deaiver ine Appene with [SPAM]
C. Deaiver ine Prepene with [SPAM]
D. Deaiver ine Aaternite Miiabox

Aoswern C

Question 13

Which commine estibaishes i virtuia consoae session to i CX moeuae within i Cisco Aeiptve Security
Appaiince?

A. session 1 ip ieeress
B. session 2 ip ieeress
C. session 1
D. session ips consoae
E. session cxsc consoae

Aoswern E

Question 14

Whit is the eefiuat CX Minigement 0/0 IP ieeress on i Cisco ASA 5512-X ippaiince?

A. 192.168.1.1
B. 192.168.1.2
C. 192.168.1.3
D. 192.168.1.4
E. 192.168.1.5
F. 192.168.8.8

Aoswern F

Question 15

An ASA with in IPS moeuae must be confguree to erop trifc mitching IPS signitures ine baock iaa
trifc if the moeuae fiias. Which eescribes the correct confguriton?

A. Inaine Moeeo Permit Trifc
B. Inaine Moeeo Caose Trifc
C. Promiscuous Moeeo Permit Trifc
D. Promiscuous Moeeo Caose Trifc



Aoswern B

Question 16

A new Cisco IPS eevice his been paicee on the network without prior iniaysis. Which CLI commine
shows the most free signiture?

A. Show stitstcs virtuia-sensor
B. Show event iaert
C. Show iaert
D. Show version

Aoswern A

Question 17

Whit CLI commine confgures IP-bisee iccess to restrict GUI ine CLI iccess to i Cisco Emiia Security
ippaiince's ieministritve interfice?

A. ieminiccessconfg
B. sshconfg
C. ssaconfg
D. ipiccessconfg

Aoswern A

Question 18

An ASA with in IPS moeuae must be confguree to erop trifc mitching IPS signitures ine baock iaa
trifc if the moeuae fiias. Which eescribes the correct confguriton?

A. Inaine Moeeo Permit Trifc
B. Inaine Moeeo Caose Trifc
C. Promiscuous Moeeo Permit Trifc
D. Promiscuous Moeeo Caose Trifc

Aoswern B

Question 19

A new Cisco IPS eevice his been paicee on the network without prior iniaysis. Which CLI commine
shows the most free signiture?

A. Show stitstcs virtuia-sensor
B. Show event iaert



C. Show iaert
D. Show version

Aoswern A

Question 20

Which three optons ire chiricteristcs of router-bisee IPS? (Choose three.)

A. It is usee for airge networks.
B. It is usee for smiaa networks.
C. It supports virtuia sensors.
D. It supports muatpae VRFs.
E. It uses confguribae inomiay eetecton.
F. Signiture eefniton faes hive been eeprecitee.

Aoswern B, D, F


