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Question No : 1

Which license is required on the Cisco ASA NGFW for an administrator to manage it
securely from a remote laptop?

A. AnyConnect Endpoint Assessment
B. AnyConnect Premium

C. AnyConnect for Mobile

D. AnyConnect for Cisco VPN phone
E. Cisco Secure Desktop

Answer: B

Question No : 2

Which four unicast or multicast routing protocols are supported by the Cisco ASA
appliance? (Choose four.)

. RIP (v1 and v2)

. OSPF

. 1S-IS

BGP

EIGRP
Bidirectional PIM
. MOSPF

. PIM dense mode

IOMNMMUO®>»

Answer: A,B,E,F

Question No : 3 DRAG DROP

Drag the correct three access list entries (from the left) and drop them (on the right) in
order that is used when the interface ACL and global ACL are configured. Not all access
list entries are required.
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implicit deny ip any any global access list rule entry First

implict deny ip any any interface access list rule Second
implicit permit ip any any interface access list rule Third

entry
implict permit ip any any global access list rule entry
interface access list entries
global access list entries
implictt permit ip any any from higher security level
interface to lower security level interface
Answer:

implictt deny ip any any global access list rule entry - _int_erf;::e_a;:es_s Igt e_nt;es _____

implictt deny ip any any interface access list rule global access list entries

implict permit ip any any interface access list rule
entry

! implicit deny ip any any global access list rule entry
L

implictt permit ip any any global access list rule entry

1 interface access list entries

global access list entries

implictt permit ip any any from higher security level
interface to lower security level interface

Explanation:
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interface access list entries

global access list entries

implict deny ip any any global access list rule entry
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Question No : 4

When preconfiguring a Cisco AnyConnect profile for the user group, which file is output by
the Cisco AnyConnect profile editor?

A. user.ini
B. user.html
C. user.pcf
D. user.xml

Answer: D

Question No : 5

Which port should be allowed to support communications between Sourcefire User Agent
and FireSIGHT Management Center?

A. TCP/3306
B. TCP/3389
C. UDP/3389
D. TCP/443

Answer: A
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Question No : 6 DRAG DROP

Drag and drop each advanced application deployment option on the left to its correct
definition on the right.

Provide users with native application client access to

Application plug-ins )
op Pug enterprise resources

Provides users with thin application client access to

Smart tunnels )
enterprise resources

Provides users with native application client access to

Port forwarding enterprise resources on Linux workstations or older
Cisco ASA software versions

Answer:
_____ ;pp;t:a;m:p;g—;s_ - Smart tunnels
\ S_ma_rtiun_neli ______ ) Application plug-ins
T p ;t ;r;ar;in; ______
! =
Explanation:

Smart tunnels

Application plug-ins

Port forwarding
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Question No : 7

In which two ways is the Cisco ASA CWS subscription licensed? (Choose two.)
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A. term only

B. term and seat

C. term and application

D. term and session

E. free with purchase of WSE 5-year term subscription license

Answer: AB

Question No : 8

Which three Fire POWER services features require a subscription license? (Choose three.)

A. URL filtering

B. AVC

C. high availability
D. AMP

E. IPS

F. identity visibility

Answer: A,D,E

Question No : 9

Refer to the exhibit.

ASASLSZ0# show vpn-session anyconnect

Username : engineerl Index T
Assigned IP @ 10.0.4.80 Puklic IP : 172.26.26. 15
Frotocol : Clientless 88L-Tunnel DTLE-Tunnel

Licenses : AnyConnect Premium

Encryption : R4 AES1ZAH Hashing : SHAL

Bytezs Tx 1 53506 Byvtes Rx T S B
Group Policy @ sngineering Tunnel Group : contractor
Login Time : 11:35:57 UTC Thu Jul 1 2011

Duration : Oh:01lm:52=

Inactivity : Oh:00m:00s

MAC Result : Unknown

VLAN Mapping : Static VLAN : 100

A NOC engineer needs to tune some postlogin parameters on an SSL VPN tunnel. From
the information shown, where should the engineer navigate to, in order to find all the
postlogin session parameters?
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A. "engineering" Group Policy

B. "contractor" Connection Profile

C. DefaultWEBVPNGroup Group Policy
D. DefaultRAGroup Group Policy

E. "engineerl" AAA/Local Users

Answer: A

Question No : 10 DRAG DROP

Based on this NAT command below, drag the IP address network object on the left to the
correct NAT address type on the right.

nat (inside,outside) source dynamic 10.0.1.0_obj 192.168.1.7_obj destination static
209.165.200.226_Server 209.165.201.21_Server

10.0.1.0_obj Outside local
192.168.1.7_obj Inside local
209.165.200.226_Server Outside global
209.165.201.21_Server Inside global
Answer
_______ 1?}.0_.1.;_;13'_ - : 209.165.201.21_Server :
______ 132-_16¥i1f_3bj_ - 10.0.1.0_obj
_____ 2 0_5].1_65._20_0.2_26__5&:\.-’&2 ] 209.165.200.226_Server
209.165.201.21_Server 192.168.1.7_ohj

Explanation:
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209.165.201.21 Server

10.0.1.0_obj

209.165.200.226_5erver

192.168.1.7_obj
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