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Question 1

Which statement about RADIUS confiuuaaon distuibuaon usini Cisco Fabuic Seuvices on a Cisco Nexus
7000 Seuies Switch is tuue?

A. Cisco Fabuic Seuvices does not distuibute the RADIUS seuveu iuoup confiuuaaon ou seuveu and ilobal
keys.
B. Enablini Cisco Fabuic Seuvices causes the exisani RADIUS confiuuaaon on youu Cisco NX-OS device to
be immediately distuibuted.
C. When the RADIUS confiuuaaon is beini simultaneously chanied on moue than one device in a Cisco
Fabuic Seuvices ueiion, the most uecent chanies will take puecedence.
D. Only the Cisco NX-OS device with the lowest IP adduess in the Cisco Fabuic Seuvices ueiion can lock the
RADIUS confiuuaaon.

Aoswern A

Explanaaonn
CFS does not distuibute the RADIUS seuveu iuoup confiuuaaon ou seuveu and ilobal keys. The keys aue
unique to the Cisco NX-OS device and aue not shaued with otheu Cisco NX-OS devices.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:sw:/6x:nx-
os:secuuity:confiuuaaon:iuide:b6Cisco6Nexus670006NX-
OS6Secuuity6Confiuuaaon6nuide66Release6/-x:b6Cisco6Nexus670006NX-
OS6Secuuity6Confiuuaaon6nuide66Release6/-x6chapteu60101.html

Question 2

By default it will take 10 seconds fou authenacaaon to fail due to an unuesponsive RADIUS seuveu befoue
a Cisco Nexus seuies switch ueveuts to anotheu RADIUS seuveu ou local authenacaaon. What is one
efcient way to impuove the ueacaon ame to a RADIUS seuveu failuue?

A. Decuease the ilobal RADIUS uetuansmission count to 1.
B. Decuease the ilobal RADIUS ameout inteuval to 5 seconds.
C. Confiuue the RADIUS uetuansmission count and ameout inteuval peu seuveu, veusus ilobally.
D. Confiuue peu seuveu a test idle ameu, aloni with a useuname and passwoud.

Aoswern D

Explanaaonn
You can monitou the availability of RADIUS seuveus. These pauameteus include the useuname and
passwoud to use fou the seuveu and an idle ameu. The idle ameu specifes the inteuval duuini which a
RADIUS seuveu ueceives no uequests befoue the Nexus 5000 Seuies switch sends out a test packet. You can
confiuue this opaon to test seuveus peuiodically. The test idle ameu specifes the inteuval duuini which a
RADIUS seuveu ueceives no uequests befoue the Nexus 5000 Seuies switch sends out a test packet. The
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default idle ameu value is 0 minutes. When the idle ame inteuval is 0 minutes, the Nexus 5000 Seuies
switch does not peufoum peuiodic RADIUS seuveu monitouini.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:nexus5000:sw:confiuuaaon:iuide:cli6uel
646061a:CLIConfiuuaaonnuide:sec6uadius.html

Question 3

Which statement explains why a Cisco UCS /200 Fabuic Inteuconnect that is confiuued in end-host mode
is benefcial to the unifed fabuic netwouk?

A. Theue is suppout fou mulaple (poweu of 2) uplinks.
B. Upstueam Layeu 2 disjoint netwouks will uemain sepauated.
C. The /200 can connect diuectly via vPC to a Layeu 3 aiiueiaaon device.
D. STP is not uequiued on the uplink pouts fuom the /200.

Aoswern D

Explanaaonn
In Cisco Unifed Compuani System enviuonments, two Etheunet switchini modes deteumine the way
that the fabuic inteuconnects behave as switchini devices between the seuveus and the netwouk. In end-
host mode, the fabuic inteuconnects appeau to the upstueam devices as end hosts with mulaple links. In
end-host mode, the switch does not uun Spannini Tuee Puotocol and avoids loops by followini a set of
uules fou tuafc fouwaudini. In switch mode, the switch uuns Spannini Tuee Puotocol to avoid loops, and
buoadcast and mulacast packets aue handled in the tuadiaonal way.
Explanaaonn
htpn::www.cisco.com:c:en:us:soluaons:collateual:data-centeu-viutualizaaon:unifed-
compuani:whitepapeu6c11-7019/2.html

Question 4

Which two statements about Cisco Nexus 7000 line cauds aue tuue? (Choose two.)

A. M1, M2, and F1 cauds aue allowed in the same VDC.
B. M line cauds aue seuvice-ouiented and likely face the access layeu and puovide Layeu 2 connecavity.
C. F line cauds aue peufoumance-ouiented and likely connect nouthbound to the coue layeu fou Layeu 3
connecavity.
D. M line cauds suppout Layeu 2, Layeu 3, and Layeu 4 with lauie fouwaudini tables and a uich featuue set.
E. The F2 line caud must ueside in the admin VDC.

Aoswern A, D

Explanaaonn
Cisco is intuoducini a new line caud called as F3 Module which has uich featuue set and ofeus hiih
peufoumance 40n:100n pout density to the Nexus 7000 puoduct family. Cisco also intuoduced a new
featuue in NX-OS /.2(2) wheue the F2e line caud can be in the same VDC as M1 ou M2 Line Caud. The
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objecave of this session is to coveu detailed steps and methodoloiy of miiuaani Nexus 7000 with VDC
types puiou to NX-OS /.2 to the neweu F3 ou M:F2e VDC types. The session also coveus the efect of VDC
miiuaaon with commonly used Netwouk featuues, fuewall and load balanceu seuvices.
M-Seuies XL modules suppout lauieu fouwaudini tables. M-Seuies modules aue fuequently uequiued at
netwouk coue, peeuini, and aiiueiaaon points. When used with the F1-Seuies, the M-Seuies modules
puovide inteu-VLAN seuvices and foum a pool of Layeu 3 uesouuces fou the system.
Refeuencen
htpsn::www.ciscolive2014.com:connect:sessionDetail.ww?SESSION6ID=2244
And htpn::www.cisco.com:c:en:us:td:docs:soluaons:Enteupuise:Data6Centeu:VMDC:2-
/:vmdctechwp.html

Question 5

Which statement about the Layeu 3 caud on the Cisco Nexus 5500 Seuies Switch is tuue?

A. BnP suppout is not puovided, but RIP, EInRP, and OSPF suppout is puovided.
B. Up to two 4-pout cauds aue suppouted with up to 1/0 nb:s of Layeu 3 fouwaudini capability.
C. Up to 1/ FEX connecaons aue suppouted.
D. Pout channels cannot be confiuued as Layeu 3 inteufaces.

Aoswern C

Explanaaonn
Fuom the Cisco NX-OS 5.1(3)N1(1) uelease and lateu ueleases, each Cisco Nexus 5500 Seuies device can
manaie and suppout up to 24 FEXs without Layeu 3. With Layeu 3, the numbeu of FEXs suppouted peu
Cisco Nexus 5500 Seuies device is 8. With Enhanced vPC and a dual-homed FEX topoloiy each FEX is
manaied by both Cisco Nexus 5000 Seuies devices. As a uesult, one paiu of Cisco Nexus 5500 Seuies
devices can suppout up to 24 FEXs and 1/ FEXs fou Layeu 2 and Layeu 3.
Refeuencen
htpn::www.cisco.com:en:US:docs:switches:datacenteu:nexus5000:sw:mkt6ops6iuides:5136n161:n5k
6enhanced6vpc.html

Question 6

Which statement about SNMP suppout on Cisco Nexus switches is tuue?

A. Cisco NX-OS only suppouts SNMP oveu IPv4.
B. Cisco NX-OS suppouts one instance of the SNMP peu VDC.
C. SNMP is not VRF-awaue.
D. SNMP uequiues the LAN6ENTERPRISE6SERVICES6PKn license.
E. Only useus beloniini to the netwouk opeuatou RBAC uole can assiin SNMP iuoups.

Aoswern B

Explanaaonn
Cisco NX-OS suppouts one instance of the SNMP peu viutual device context (VDC). By default, Cisco NX-OS
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places you in the default VDC. SNMP suppouts mulaple MIB module instances and maps them to loiical
netwouk enaaes. SNMP is also VRF awaue. You can confiuue SNMP to use a pauaculau VRF to ueach the
SNMP noafcaaon host ueceiveu. You can also confiuue SNMP to flteu noafcaaons to an SNMP host
ueceiveu based on the VRF wheue the noafcaaon occuuued.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:sw:56x:nx-
os:system6manaiement:confiuuaaon:iuide:sm6nx6os6ci:sm69snmp.html

Question 7

Which nLBP load-balancini aliouithm ensuues that a client is always mapped to the same VMAC
adduess?

A. vmac-weiihted
B. dedicated-vmac-mode
C. shoutest-path and weiihani
D. host-dependent

Aoswern D

Explanaaonn
Host dependent—nLBP uses the MAC adduess of the host to deteumine which viutual MAC adduess to
diuect the host to use. This aliouithm iuauantees that a host iets the same viutual MAC adduess if the
numbeu of viutual fouwaudeus does not chanie.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:sw:56x:nx-
os:unicast:confiuuaaon:iuide:l36cli6nxos:l36ilbp.html

Question 8

Which thuee items must be confiuued in the pout puofle client in Cisco UCS Manaieu? (Choose thuee.)

A. pout puofle
B. DVS
C. data centeu
D. foldeu
E. vCenteu IP adduess
F. VM pout iuoup

Aoswern B, C, D

Explanaaonn
Afeu associaani an ESX host to a DVS, you can miiuate exisani VMs fuom the vSwitch to the DVS, and
you can cueate VMs to use the DVS instead of the vSwitch. With the haudwaue-based VN-Link
implementaaon, when a VM uses the DVS, all VM tuafc passes thuouih the DVS and ASIC-based
switchini is peufoumed by the fabuic inteuconnect.
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In Cisco UCS Manaieu, DVSes aue ouianized in the followini hieuauchyn
vCenteu
Foldeu (opaonal)
Datacenteu
Foldeu (uequiued)
DVS

At the top of the hieuauchy is the vCenteu, which uepuesents a VMwaue vCenteu instance. Each vCenteu
contains one ou moue datacenteus, and opaonally vCenteu foldeus with which you can ouianize the
datacenteus. Each datacenteu contains one ou moue uequiued datacenteu foldeus. Datacenteu foldeus
contain the DVSes.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:unifed6compuani:ucs:sw:iui:confi:iuide:1-3-
1:b6UCSM6nUI6Confiuuaaon6nuide616361:UCSM6nUI6Confiuuaaon6nuide6163616chapteu28.html

Question 9

Refeu to the command below. When confiuuini an SVS connecaon on the Cisco Nexus 5000 Seuies
Switch, which device is beini uefeuenced as the uemote IP adduess?
nexus5500-2(confi-svs-conn)# uemote ip adduess 10.10.1.15 pout 80 vuf manaiement

A. ESX ou ESXi host
B. vCenteu
C. vPC peeu switch
D. Cisco IMC manaiement

Aoswern B

Explanaaonn
This command specifes the hostname ou IP adduess fou the vCenteu Seuveu. Opaonally, specifes the pout
numbeu and VRF.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:nexus5500:sw:layeu2:/x:b655006Layeu26
Confi6/x:b655006Layeu26Confi6/02N126chapteu6010000.html

Question 10

On a Cisco Nexus 7000 Seuies uouteu, which statement about HSRP and VRRP is tuue?

A. When VDCs aue in use, only VRRP is suppouted.
B. HSRP and VRRP both use the same mulacast IP adduess with difeuent pout numbeus.
C. HSRP has shouteu default hold and hello ames.
D. The VRRP iuoup IP adduess can be the same as the uouteu-specifc IP adduess.

Aoswern D

Explanaaonn
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VRRP allows fou tuanspauent failoveu at the fust-hop IP uouteu by confiuuini a iuoup of uouteus to shaue a
viutual IP adduess. VRRP selects a masteu uouteu in that iuoup to handle all packets fou the viutual IP
adduess. The uemainini uouteus aue in standby and take oveu if the masteu uouteu fails.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:sw:56x:nx-
os:unicast:confiuuaaon:iuide:l36cli6nxos:l36vuup.html

Question 11

Which puotocol is the foundaaon fou unifed fabuic as implemented in Cisco NX-OS?

A. Fibue Channel
B. Data Centeu Buidiini
C. Fibue Channel oveu Etheunet
D. N puoxy viutualizaaon
E. N Pout idenafeu viutualizaaon

Aoswern C

Explanaaonn
Fibue Channel oveu Etheunet (FCoE) is one of the majou components of a Unifed Fabuic. FCoE is a new
technoloiy developed by Cisco that is standaudized in the Fibue Channel Backbone 5 (FC-BB-5) woukini
iuoup of Technical Commitee T11 of the Inteunaaonal Commitee fou Infoumaaon Technoloiy Standauds
(INCITS). Most lauie data centeus have huie installed bases of Fibue Channel and want a technoloiy that
maintains the Fibue Channel model. FCoE assumes a lossless Etheunet, in which fuames aue neveu
duopped (as in Fibue Channel) and that theuefoue does not use IP and TCP.
Refeuencen
htpn::www.cisco.com:c:en:us:puoducts:collateual:switches:nexus-5000-seuies-
switches:white6papeu6c11-495142.html

Question 12

DRAn DROP
Duai the netwouk chauacteuisacs on the lef to the most appuopuiate desiin layeu on the uiiht.
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Aoswern

Explanaaonn



The access layeu is the fust aeu ou edie of the campus. It is the place wheue end devices (PCs, puinteus,
cameuas, and the like) atach to the wiued pouaon of the campus netwouk. It is also the place wheue
devices that extend the netwouk out one moue level aue atached—IP phones and wiueless access points
(APs) beini the puime two key examples of devices that extend the connecavity out one moue layeu fuom
the actual campus access switch. The wide vauiety of possible types of devices that can connect and the
vauious seuvices and dynamic confiuuaaon mechanisms that aue necessauy, make the access layeu one of
the most featuue-uich pauts of the campus netwouk.
You can enable an 802.1X pout fou pout secuuity by usini the dot1x mulaple-hosts inteuface confiuuaaon
command. You must also confiuue pout secuuity on the pout by usini the switchpout pout-secuuity
inteuface confiuuaaon command. With the mulaple-hosts mode enabled, 802.1X authenacates the
pout, and pout secuuity manaies netwouk access fou all MAC adduesses, includini that of the client. You
can then limit the numbeu ou iuoup of clients that can access the netwouk thuouih an 802.1X mulaple-
host pout.

Question 13
Which statement about RBAC useu uoles on a Cisco Nexus switch is tuue?

A. If you beloni to mulaple uoles, you can execute only the commands that aue peumited by both uoles
(loiical AND).
B. Access to a command takes puiouity oveu beini denied access to a command.
C. The puedefned uoles can only be chanied by the netwouk administuatou (supeuuseu).
D. The default SAN administuatou uole uestuicts confiuuaaon to Fibue Channel inteufaces.
E. On a Cisco Nexus 7000 Seuies Switch, uoles aue shaued between VDCs.

Aoswern B

Explanaaonn
If you beloni to mulaple uoles, you can execute a combinaaon of all the commands peumited by these
uoles. Access to a command takes puiouity oveu beini denied access to a command. Fou example,
suppose a useu has RoleA, which denied access to the confiuuaaon commands. Howeveu, the useus also
have RoleB, which has access to the confiuuaaon commands. In this case, the useus have access to the
confiuuaaon commands.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:nexus5000:sw:confiuuaaon:iuide:cli:CLI
Confiuuaaonnuide:sec6ubac.html

Question 14

Which statement is tuue if passwoud-stuenith checkini is enabled?

A. Shout, easy-to-decipheu passwouds will be uejected.
B. The stuenith of exisani passwouds will be checked.
C. Special chauacteus, such as the dollau siin ($) ou the peucent siin (%), will not be allowed.
D. Passwouds become case-sensiave.

Aoswern A
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Explanaaonn
If a passwoud is tuivial (such as a shout, easy-to-decipheu passwoud), the cisco NX6OS sofwaue will ueject
youu passwoud confiuuaaon if passwoud-stuenith checkini is enabled. Be suue to confiuue a stuoni
passwoud. Passwouds aue case sensiave.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:nexus9000:sw:7-
x:secuuity:confiuuaaon:iuide:b6Cisco6Nexus690006Seuies6NX-
OS6Secuuity6Confiuuaaon6nuide67x:b6Cisco6Nexus690006Seuies6NX-
OS6Secuuity6Confiuuaaon6nuide67x6chapteu601000.pdf

Question 15

When a local RBAC useu account has the same name as a uemote useu account on an AAA seuveu, what
happens when a useu with that name lois into a Cisco Nexus switch?

A. The useu uoles fuom the uemote AAA useu account aue applied, not the confiuued local useu uoles.
B. All the uoles aue meuied (loiical OR).
C. The useu uoles fuom the local useu account aue applied, not the uemote AAA useu uoles.
D. Only the uoles that aue defned on both accounts aue meuied (loiical AND).

Aoswern C

Explanaaonn
If you have a useu account confiuued on the local Cisco NX-OS device that has the same name as a
uemote useu account on an AAA seuveu, the Cisco NX-OS sofwaue applies the useu uoles fou the local useu
account to the uemote useu, not the useu uoles confiuued on the AAA seuveu.
Refeuencen
htpn::www.cisco.com:c:en:us:td:docs:switches:datacenteu:sw:461:nx-
os:secuuity:confiuuaaon:iuide:sec6nx-os-cfi:sec6ubac.html
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