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Question: 1

What is RADIUS Change of Authorization (CoA)?

A. It allows ClearPass to transmit messages to the Network Attached Device/Network Attached Server
(NAD/NAS) to modify a user’s session status

B. It allows clients to issue a privilege escalation request to ClearPass using RADIUS to switch to TACACS+
C. It is a mechanism that enables ClearPass to assigned a User-Based Tunnel (UBT) between a switch and
controller for Dynamic Segmentation

D. It forces the client to re-authenticate upon roaming to an access point controlled by a foreign mobility
controller.

Answer: A

Reference:
http://www.arubanetworks.com/techdocs/ClearPass/Aruba_CPPMOnlineHelp/Content/CPPM_UserGui
de/Enforce/EPRADIUS_CoA.htm

Question: 2

Which Authorization Source support device profile enforcement?

A. Local user Repository
B. Endpoint Repository
C. OnGuard Repository
D. Gust User Repository

Answer: A

Question: 3

Refer to the exhibit.
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Web Login (Guest Network)

make changes to the Web Login Guest Network

Name: &= |

a name for this web logn page

arubalogin

Page Name: gnter a page name for this web logir
The web login will be sccessble fror e age_name.p

Description:

ments or descrnptive text about the web logen,
Al twork v
* Vendor Settings: She Miobwerhs -
Select » predefined group of settings suitable For standard network figuratbio
Controllar-initiated — Guest browser performs HTTP form submit el
Login Method: select how the user's network login will be handied
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* Address: securelogin.arubanetworks.com

Enter the |P address or hestname of the vendors pr
3 -
Secure Login: Use vendor default
Hiad & saniy Goban e SEpiv 10 e wab lagin okt
The controller will send the IP to submit credentials
Dynamic Address: |, myit-controlier deployments, 1t s often required to post credentials to dfferent addresses made svadable as part of the ongmal redwrecto

The address above be used whenever the parameter i not avalable or farls the requrements be

Where will the guests browser be redirected during a captive portal login attempt?

A. The captive portal page hosted on the Aruba controller

B. The redirect will time out and fan to resolve

C. The captive portal page hosted on ClearPass

D. The captive portal page hosted on Aruba Central in the cloud

Answer: D

Question: 4

DRAG DROP
Match the ClearPass system description to the best term Options are used only once.
Term Description
can provide pOS‘Uﬂﬂg to validate the securlty status of devices on your
Cleamass insght wired, wireless and VPN networks
pfOVldES an intuitive way to SECLII'EW assign an individual client
ClearPass Onboard certificate to each device
ClearPass OnGuard g:bh:er: endpoint context from passively received data to fingerprint
ClearPass Policy has the ability to integrate with external systems through APIs or
Manager HTTP/REST calls
ClearPass Profiler provides multiple customizable reports and in-depth information about

each of the other modules

Answer:
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Description

can provide poslunng 1o validale the securily status of devices on your
wired, wireless and VPN networks

-DIME‘S an injultive way 10 securély assign an individual chent

cerificate o each device

gathers endpoint context from passively recetved data 10 fingerprint
devices

has the abiiity to integrate with extermnal systems through APIs o
HTTP/REST cails

Term

ClearFass Insight ClearPass OnGuard

CiearPass Onboard CiearPass insight
CiearPass Poncy

CiearPass OnGuard t4anager

ClearPass Policy ClearPass Profiler

Manager

ClearPass Proter ClearPass Onboarg

provides mulliple cuslomizable repors and in-depih information about
€ach of ihe other modules

Question: 5

What are "Known" endpoints in ClearPass?

A. These are endpoints whose beacons have been detected but have never completed authentication
B. The label "Known" indicates rogue endpoints labeled as "friendly" or "ignore"

C. "Known" endpoints have be fingerprinted to determine their operating system and manufacturer.
D. "Known" endpoints can be authenticated based on MAC address to bypass the captive portal login.

Answer: D




